Abstract -Today due to the importance and necessity of implementing security systems in homes and buildings with the capability of higher certainty and lower cost, sensor fusion methods as applicable and high performance methods are attracting the researchers' attention. In this paper, the application of DempsterShafer evidential theory and the more general and newer one Dezert-Smarandache theory for implementing a home security system using sensor data fusion have been considered. The benefits of multisensor fusion in comparison with the traditional single sensor systems or systems in which any sensor itself connects to the control unit have been shown. Keywords: intrusion, intelligent housing system, Dempster-Shafer reasoning, DSmT approach, information fusion
Introduction
Having a security system in homes and intelligent buildings that cause welfare and rest, is a substantial category in district of creating security systems. Recent studies on sensor data fusion technologies persuade researchers to look for the better techniques with a higher assurance of fusing information. In this paper, two theories of Dempster-Shafer (DST) and Dezert Smarandache (DSmT) were applied for fusing sensor information and making decision. The two said theories are among the classical methods of information fusion. It could be said that DSmT is the general form of DST with the covering feature for deficiencies and exceptions of DST. The significant aim of this paper is to show the application of fusion methods in order to establish the security and detecting the precise location of the intruder at home, which are not viable through the traditional system, however in this application both of them cause the same results. In the following, home security system is simulated by MATLAB. In sections 2 and 3, this paper will review the DST and DSmT and their combinational rules. Section 4 deals with the security system and applying the theories to a scenario, and finally Part 5 presents the conclusions obtained by simulating the attack scenarios.
Dempster-Shafer evidential theory basis
In Dempster-Shafer Theory (DST), there is a frame of discernment θ, which its elements are all possible states of a system. So the DS fusion process is based on 2 θ elements called propositions. To every subset in this frame a probability mass is assigned which is called basic probability assignment or basic belief assignment (bpa or m). m ; must satisfy the following conditions : m : 2
The probability that the true answer is A denoted by a confidence interval:
The width of the interval therefore represents the amount of uncertainty in A, given the evidence. The belief function Bel (A) in a subset, entails belief in subsets containing that subset. The plausibility function measures the total belief mass that can move into A. For combining two belief functions over the same frame of discernment with different bpas (m1 and m2) and different sources, DS combination rule is used: It could be seen that the combinational probability is more than the single probabilities of each source.
Dezert-Smarandache theory basis
The Dezert-Smarandache Theory (DSmT) is the generalization of DST. With DSmT any types of sources of information even those that have conflict among them could be combined with each other. Basic belief assignment, which is named here, generalized basic belief assignment or gbba, belief and plausibility functions defined here are like those in DST. Imagine Ө= {θ1, θ2,…, θn) is the frame of discernment of the system to be considered. So, m: 2 θ → [0, 1] is defined as follows:
Then from gbba, belief and plausibility functions are defined by:
DsmT comes to overcome the two deficiencies in DST : 1. In DST, the elements of the frame of discernment must be exclusive and exhaustive, but in DSmT they are not exclusive.
2. In DST, bodies of evidence must be independent, but their belief functions have to be interpreted the same over different frame of discernment, if not the frame of discernments Θ1 and Θ2 could be mapped to the same frame of Ω. With DSmT, belief functions from two different frame of discernment can be combined without mapping them into the same frame. For more information, you could refer to [4, 5] . The classical rule of combination of DSmT of two distinct sources of evidence over the same general frame of discernment Θ with belief functions associated with mass functions is given by :
In this paper, DSmT classical rule of combination is used [6] .
Simulation Results
In order to simulate the security system, imagine a home heat-emitting source (human bodies).
-Sound detectors that "listen" to the noises produced by the intruder.
-Glass-Break detectors, which are sensitive to 5 kHz, shock and frequencies produced if a glass is broken.
It is tried to use almost maximum number of sensors, but it can be changed by the designer's opinion. In designing the home security system, it is tried to indicate the zone that the intruder attacks there. The home is divided into 6 areas as shown in picture 1.
Considering the table1, the probability of detection of sensors is estimated as following [8] . The worst condition for the system is when an intruder is crawling as given in table 1. The threshold probability for detection of sound detectors set to 0.3 and for PIR/Microwaves, set to 0.45. The ignorance of the sensors is set to 0.1.
The system checks the 22 sensors' sample for every 0.5 seconds. As soon as one sensor rises up the threshold, the system looks for another and combines the output of them to check if there is a real attacking. If an intrusion happened, depending on which zone's sensors participate in combination, the corresponding zone alarm will be triggered.
The sensors are sensitive to the delay between two detections and the system resets if the intruder delayed between two actions, so the system is programmed in a way that each time one sensor's output increases the threshold value, the system holds it for 10 minutes. Unless the new value is greater than the last one, then the newer one is held. First, consider a room with the four sensors mentioned above, one sensor from each type. The mentioned system is simulated by the Monte-Carlo method in which, one mathematical experiment with random numbers is repeated for thousands of times [9] . The probabilities for detection produced by the sensors are random numbers. Applying the output value for the sensors is repeated for 1000 times, and the results are shown in Fig.1 .
As shown in Fig.1 the frequency of the solid lines in two theories, the secure states in DST and DSmT, are the same, but the range of probability differs. This diversity is due to the normalization factor in the denominator of the DST combination rule. Another assumption is that each sensor takes a sample in every 0.5 seconds. The horizontal axis in Fig.2 shows the samples and the vertical one indicates the probability of the detection.
Considering the SD1 graph as an example, it is noticed that the sensor began to detect the thief until around the sample 57, where the peak of the probability of the detection of the sensor appears. This is due to the minimum distance between the intruder and the sensor. Afterward when the intruder receded the sound detector, the probability of the detection also decreased.
It was assumed that it takes 60 seconds (120 samples) to pass the corridor (path number 1), considering 30 seconds for passing the meal table (path2), 10 seconds for crawling the path 3, and 30 seconds for reaching the object (path4). Meanwhile the worst conditions of the sensors have been considered. However, the proposed system based on data fusion concept could easily detect the intruder.
One of the advantages of using this system is detecting the zone where the intruder attacked into it, so based on the location of the house, the different mechanisms could be used in order to trap the intruder.
The higher reliability of the simulated security system was achieved due to the redundancy and complementary characteristics of the sensor fusion itself, and the nature of the parallel processing of sensor data fusion approach provides less costly information processing. In this scenario the "m (intruder ∩ secure) =Ø", as a result, the DST and DSmT coincided each other. For further research work "m (intruder ∩ secure) ≠ Ø" could be considered and also the other fusion approaches using fuzzy integral operator or neuro-fuzzy method.
